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Sector Management Services

SECURING THE NATION THROUGH COLLABORATION

SECTOR-SPECIFIC AGENCY
(SSA) MANAGEMENT SERVICES

The nation’s critical infrastructure

provides essential services that serve as
the backbone of our economy, security,
and well-being. There are 16 critical
infrastructure sectors whose assets,
systems, and networks are so vital to the
United States that their incapacitation or
destruction would have a debilitating effect
on national security, economic security,
public health, or safety. For each one of
these sectors, an executive agency serves
as the SSA. CISA serves as the lead for
eight sectors and one sub-sector.

The benefits and services associated with
CISA’s role as the SSA for the assigned
sectors include:

» Focal point for collaboration among
critical infrastructure owners and
operators, other federal departments and
agencies, and SLTT entities on sector-
specific issues pertaining to cybersecurity
and infrastructure security

» Coordination hub for prioritization and
coordination of sector-specific activities,

including those related to education,
training, information sharing, and
outreach

* Incident management responsibilities in
accordance to the appropriate policies
and directives

+ Facilitation of technical assistance
and consultations to support risk
management efforts across the sector.

SECTOR COORDINATING
COUNCILS (SCCs)

For each sector, SCCs facilitate collaboration
between the Federal Government and

its partners in matters of infrastructure
security and resilience activities. These
councils serve as forums for critical
infrastructure owners and operators, their
trade associations, and other industry
representatives to engage with one another
and the Federal Government on developing
a range of sector-specific strategies,
policies, and activities.

In many cases, SCCs provide additional
benefits and services to their membership,
which may include facilitating coordination

between sector partners and the
government during emerging threats

or response and recovery operations;
information-sharing forums, including
quarterly sector meetings, classified
briefings, and data sharing platforms;
coordination of the sector’s policy
development on a range of issues and
requirements; dissemination of sector-
specific cybersecurity best practices;

and identification and prioritization of risk
management challenges and requirements.

GOVERNMENT COORDINATING
COUNCILS (GCCs)

GCCs serve as the government counterpart
to SCCs and facilitate interagency and
cross-jurisdictional coordination on critical
infrastructure strategy, activities, policy,
and communications. They are comprised
of representatives from various levels of
government (federal, state, local, tribal and
territorial) as appropriate to the operating
landscape of each sector. GCCs coordinate
with corresponding SCCs to implement
the nation’s critical infrastructure security and
resilience mission.

COLLABORATIVE FORUMS

The Critical Infrastructure Partnership
Advisory Council (CIPAC) is an advisory
council managed by CISA to directly
support the implementation of the
National Infrastructure Protection Plan (NIPP).

Using the sector partnership structure, CIPAC
provides a forum that enables members
of the recognized SCCs, GCCs, and
cross-sector councils to discuss joint critical
infrastructure planning, coordination,
implementation, and operational issues,
along with other relevant matters. CIPAC
provides the framework through which
members deliberate to achieve consensus
on policy, advice, and recommendations
to be presented to CISA and other federal
departments and agencies supporting the
cybersecurity and infrastructure security
mission.

Cross-sector issues and interdependencies
are addressed among the SCCs through
the Critical Infrastructure Cross-Sector Council,
which comprises the leadership of each of
the SCCs.
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SECURING THE NATION THROUGH COLLABORATION

Enhanced communication and coordination
among federal departments and agencies
that have a role in the cybersecurity and
infrastructure security mission is achieved
through the Federal Senior Leadership Council,
which includes SSA senior representatives
for each of the critical infrastructure sectors.

The SLTT GCC serves as a forum to ensure
that state, local, tribal and territorial
homeland security partners are fully
integrated as active participants in national-
level cybersecurity and infrastructure
security efforts, and to provide an
organizational structure to coordinate
across jurisdictions on associated guidance,
strategies, and programs.

The Regional Consortium Coordinating Council
brings together representatives of regional
partnerships, groupings, and governance
bodies to enable critical infrastructure
security and resilience coordination among
partners within and across geographical
areas and sectors.

Additional information on CIPAC and related
resources can be found at https://www.cisa.
gov/critical-infrastructure-partnership-advisory-
council.

INFORMATION SHARING AND
ANALYSIS CENTERS (ISACs)

ISACs are sector-specific, non-profit,
member-driven organizations comprised of
critical infrastructure owners and operators
that work in close coordination with CISA
to share information between government
and private industry. There are multiple
ISACs, each supporting a specific critical
infrastructure sector. Some examples
include the Communications ISAC, Aviation
ISAC, and Financial Services ISAC.

INFORMATION SHARING AND
ANALYSIS ORGANIZATIONS
(ISAOs)

ISAOs are similar to ISACs in that they
facilitate the sharing of critical cybersecurity
information between the public and private
sectors and the Federal Government.
However, unlike ISACs, ISAOs are not
sector-specific and can be organized
around other affinities, such as sub-sectors,
regions, or around particular emerging
threats and vulnerabilities.

PRESIDENTIALLY APPOINTED FORUMS

CISA manages two presidential advisory committees, the National Infrastructure Advisory
Council and the National Security Telecommunications Advisory Committee. These forums
are composed of presidentially-appointed senior executives representing industry, state and
local governments, critical infrastructure owners, and others. At the President’s request,
these forums study national security policy concerns related to physical and cyber risks.

While membership in these forums is determined by the President, their output not

only benefits the Administration but can benefit the entire Executive Branch—to include
CISA. This output is provided in the form of a report with findings, actionable and
timely recommendations for addressing current cyber and physical infrastructure risks,
government policy, as well as national security and emergency preparedness programs.

CISA, and other federal agencies, leverage these recommendations to enhance their
own programs, initiatives and services. Non-federal entities are encouraged to internalize
recommendations where appropriate when setting their own priorities.

The President’s National Infrastructure Advisory Council (NIAC)

The NIAC advises the President on practical strategies for industry and government to
reduce complex risks to critical infrastructure. At the president’s direction, the council
studies physical and cyber risks, and recommends solutions to reduce risks and improve
security and resilience. To learn more, visit https://www.cisa.gov/niac.

The President’s National Security Telecommunications Advisory Committee (NSTAC)

The NSTAC provides industry-based analyses and recommendations to the President and
the Executive Branch for policy and enhancements to national security and emergency
preparedness telecommunications. The committee advises the president on a range of
policy and technical issues related to telecommunications, information systems, information
assurance, infrastructure protection. To learn more, visit https://www.cisa.gov/about-nstac.
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